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22 May 2019
Ash St. Legal and Advisory are pleased to present this report setting out key themes which have emerged from
the recent APRA Information Paper ‘Self-assessments of governance, accountability and culture’ on 22 May
2019.
We have also highlighted some of our views and potential areas of concern for institutions to help them
understand the importance of culture and how they manage non-financial risk.
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Foreward
APRA has released an Information Paper on the findings arising from self-assessments of governance,
accountability and culture dated 22 May 2019.
The request for self-assessments followed APRA’s release of the Final Report of the Prudential Inquiry into
Commonwealth Bank of Australia (CBA) on 1 May 2018. In the self-assessments which followed the CBA
review, 36 authorised deposit-taking institutions, insurers and superannuation licensees were asked to
conduct a similar assessment to that which was performed on CBA to consider whether similar issues might
exist in their own organisations.
APRA subsequently examined the self-assessments performed by each participating institution to assess their
quality, identify common themes and, where necessary, challenged institutions’ findings. The results of this
assessment were published in an APRA Information Paper Self-assessments of governance, accountability and
culture on 22 May 2019. While the Information Paper relates to findings arising from the assessments
performed by particular institutions, APRA has stated in the Report that it expects all prudentially regulated
institutions consider the findings in the context of the Report for their own institutions. APRA notes in the
Information Paper, it has released the findings to “assist institutions in understanding and addressing the
challenges of embedding effective risk governance frameworks and practices”. Indeed, now that the report and
learnings are publicly available to all, consideration of the report would arguably be essential to demonstrating
‘reasonable steps’ have been performed for those institutions currently or soon to be regulated by the Banking
Executive Accountability Regime.
While similar common themes were identified in the self-assessment to those identified in the CBA Prudential
Review, relevant institutions have rejected the possibility that similar defective cultural traits such as
complacency, insularity and collegiality exist in their own institutions.1 This does appear to be overly optimistic
when considered in the context of the issues identified in the Royal Commission Inquiry into Banking,
Superannuation and the Financial Services and findings in the Information Report that assessment of culture is
immature and insufficiently robust in most cases.
APRA has made it clear it will hold Boards and management ultimately accountable for weaknesses in their
institutions. It has foreshadowed further changes in the next 12 months to “strengthen prudential expectations
and increase supervisory intensity for governance, accountability and culture”. Some institutions who
performed the assessments have identified material issues and APRA has noted it is considering applying
additional operational risk capital requirements on these institutions until the issues are fully addressed.2
While APRA acknowledges many institutions have developed plans to address the findings it cautions “a clear
understanding of the underlying drivers of issues is essential”.
APRA has encouraged all institutions to complete a thorough self-assessment if they have not already done so
and to consider the observations in the Information Paper. 3
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1.

Quality of the self-assessments

APRA states that the request to perform self-assessments was intentionally non-prescriptive. Accordingly, the
structure, methodology and format each institution took to completing the self-assessment was considered an
“important indicator” of how seriously each board approached the task. 4 In assessing the quality of the selfassessments, APRA considered the adequacy of depth, challenge and insights in each assessment. APRA was
disappointed where institutions opted to adopt a ‘tick a box’ approach and suggests this was an indicator of
complacency. It preferred those approaches which more closely replicated the methodology adopted in the
CBA Review which incorporated case studies, board and senior leadership interviews and staff surveys.
While most assessments met APRA’s expectations on the level of depth and challenge, only a few selfassessments identified new insights. 5 8 institutions have been identified as having a ‘Poor’ rating for insights,
meaning significant further work will be required to meet the objectives of the assessment with a further 23
identified as having a ‘Moderate’ rating meaning some improvements will be required for at least most of the
participants. Only 5 institutions were considered to have satisfactorily met this objective.
Many of the issues were said to be already known by boards and senior management and the extent of issues
and a long list of planned actions suggests to APRA that many institutions do not have a good grasp on the root
cause of these weaknesses which have caused them to “manifest and persist”. 6
While this has not been expressly stated by APRA in its report, it would appear that the overly positive
assessment of the institutions own cultures may have some connection to this finding. In other words, it is
highly possible that the ongoing weaknesses in understanding the root causes of issues are potentially rooted
in cultural issues where the causes of issues are either not properly understood or ignored.
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2.

4 Key self-assessment emerging themes
Themes

Non-financial risk management
requires improvement

Findings
Embedding effective frameworks and controls to identify, manage
and mitigate non-financial risks is a challenge for institutions.
Resources gaps in the compliance function were particularly noted
in addition to lack of clarity of roles and responsibilities for risk and
insufficient monitoring and oversight.

The three lines of defence (where business line management provide the first line, risk functions the second
and internal audit the third), is the risk model which is adopted by most institutions but is acknowledged in
the Information Report to be have been largely, ineffectively implemented. Common reasons cited were
blurring of roles and responsibilities for non-financial risk. As this model has been around for many years,
one has to wonder if this model or the way in which it is implemented, needs re-thinking. It has been argued
by some commentators the model itself can have a negative impact on accountability and effectiveness. 8
Two key issues that continue to emerge in the conduct of the banking, superannuation and finance sectors.

Issues with management of non-financial risk was said to be
compounded by shortages in skills and headcount, with uplift
needed particularly in the areas of risk and compliance. A lack of
experienced risk and compliance personnel was identified as a key
factor contributing to these shortages.
This is a critical issue particularly for compliance functions who continue to compete for skilled resources
that are scarce and thereby placing extra pressure on existing resources who are already stretched under
the weight of substantial regulatory reform, remediation and enhancement programs. This is a genuine
problem for institutions which requires resolution. ADI firms will need to consider the role outsourcing (for
expert services) and technology (such as the emergence of RegTech) will play in addressing current resource
challenges. But it is not sufficient to merely consider this, strategic planning for investment in increasing
human resources and alternative sources of expertise and increasing the utilisation of other resources such
as automation, digitisation and systems to facilitate compliance and management of other non-financial
risks, will need to be a top priority for institutions.

Accountabilities are not always
clear, cascaded and effectively
enforced

Less clarity was particularly identified in lower levels of
management and points of handover. This was considered to be
further undermined by weaknesses in remuneration frameworks
and inconsistent application of consequence management.
The BEAR was considered to be the answer to addressing some of
the accountability challenges by clarifying roles and responsibilities
and a “means to sharpen executive accountability”.

The effectiveness of the BEAR addressing weaknesses in accountability will however come down to how
effectively the regime has been implemented by an institution.

8 Davies
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Themes
Acknowledged weaknesses are well
known and some have been longstanding

Findings
The majority of findings were reported to be already known to
boards and senior leadership but nevertheless had persisted over
time. It was observed the issues were only prioritised when there
is regulatory scrutiny or after adverse events.

ADI firms admitted to “untimely and reactive resolution”9 of issues
with a propensity for “short-term” tactical fixes rather than “longterm strategic solutions”10.
Proactive planning for strategic management of compliance should therefore be an area of focus for
institutions if these findings are to be addressed

Risk culture is not well understood,
and therefore may not be
reinforcing the desired behaviours

Many institutions struggle to measure, analyse and understand
culture.
The source of truth used by many ADIs according to APRA’s report
were surveys on culture. There were limited attempts to validate
survey results with other data sources. Overall, it was observed
there was insufficient regularity of reporting to the board on risk
culture issues and limited efforts to link risk culture outcomes to
stated risk appetite. Institutions were warned against adopting a
“too hard” mindset to culture change. The ability to articulate the
culture and objectives was viewed in terms of the maturity of an
institution. Those institutions that could demonstrate an
understanding of the drivers of behaviour and its central role in the
business model and strategy were seen to be on the right path.

While the institutions themselves and APRA may not acknowledge the above emerging themes are
indicators of weaknesses in their culture, when considered in more detail, they do seem to point to some
possible areas cultural concern areas to be wary of such as:
 cultures of prioritising financial/budget performance over management of non-financial risk;
 cultures where senior management are not accountable for their actions or fail to deliver
objectives;
 cultures of ‘band-aid’ fixes and lack of prioritisation, planning and insufficient investment in
resolving risk and compliance issues;

cultures where there is an insufficient ‘tone from the top’ on the importance of a positive risk
culture and inadequate challenge and scrutiny where weaknesses are identified.
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Identifying the root cause of weaknesses

3.

The risk of failing to adequately identify the true root cause of the weaknesses is specifically called out by
APRA who will no doubt be monitoring whether these matters are effectively or sustainably resolved by
institutions in the future.
Many institutions either fail to consider the root cause at all or only consider surface causes of issues such as
what particular individuals have or have not done rather than considering whether there is a deeper,
underlying cause for the individual’s actions such as cultural weaknesses, structural issues, lack of resourcing,
ineffective leadership or ineffective or lack of effective systems. Boards and senior management should
challenge what they are being told about the causes of particular weaknesses and enquire further where this is
not reported or insufficiently clear. It is also important to consider the skills, competency and experience of
the persons investigating and reporting on weaknesses. A sufficient depth of knowledge, experience and
relevant skills concerning the particular subject matter is required to properly diagnose the root cause and
accurately and comprehensively articulate an issue, particularly when it involves complex or technical matters
such as legislative requirements or system weaknesses.

Monitoring

4.

Many ADIs accepted they need to improve data, measurement and reporting for non-financial risks. It was
acknowledged that indicators and metrics for measuring and monitoring non-financial risks are “fairly basic”.
Reporting occurs in various reports which limit the ability of institutions to draw meaningful analysis and some
large institutions accepted this had led to significant regulatory compliance breaches.
Effective compliance monitoring should consist of both monitoring the effectiveness of a compliance
management system and compliance performance. It requires comprehensive planning and analysis on the
key compliance risks which will be monitored and the metrics which will be utilised to measure performance.
Deep knowledge and experience in compliance and the regulatory requirements is needed to effectively
design a monitoring program. The resource challenges identified in identifying and recruiting experienced risk
and compliance personnel could be contributing to the weaknesses in identifying issues as there are limited
persons with the requisite skills and experience required to design such systems.

Reporting

5.

Given the issues identified with reporting to Boards in the Royal Commission into Banking, Financial Services
and Superannuation, it is no surprise that weaknesses in reporting were reinforced in the outcomes from selfassessment reviews. ADIs cited issues with voluminous board and committee reporting and poor data analytics
capabilities.
This is an area where institutions will need to improve and close examination of reporting structures,
escalation protocols and the content of reports will need to be reviewed.

Next steps

6.

APRA will continue to enhance its supervision of risk culture which will include:




further risk-based reviews across a wide range of institutions;
scoping these reviews to consider the influence of risk culture on non-financial risk management; and
stronger and more direct engagement with boards and senior management to hold them to account
for actions to address identified risks.

Those institutions who have not been formally requested to undertake a self-assessment are encouraged to do
so.
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With the issues identified from this self-assessment review, the CBA Prudential Review and Royal Commission,
if there was ever a burning platform for institutions to look seriously at their own culture and how they
manage non-financial risk, now is the time.

7.

Ash St. are here to help you

The following information seeks to provide you with practical ways in which Ash St. can assist your
organisation manage culture and non-financial risk.
Areas of focus
Have you performed a CBA Prudential Review SelfAssessment?

Ash St. can assist by…..
 Performing a Self-Assessment on behalf of an
Institution;
 Reviewing and challenging the findings arising
out of a Self-Assessment;
 Advising on actions to address identified
weaknesses.

Do you truly understand your institution’s culture?





What is your Incident Investigation Process and
does it include root cause analysis?




How effective is your compliance monitoring? Has
any testing taken place?





Is your Executive and Board Reporting on NonFinancial Risk Effective?





Designing processes and a framework for
measuring, analysing and understanding
culture;
Performing an independent culture
assessment.
Reviewing identified weaknesses or breaches
and advising on the root cause.
Developing an effective framework and process
for investigation of incidents which incorporates
root cause analysis.
Designing a process of identification of
compliance risks.
Designing a compliance monitoring program.
Reviewing and advising on the effectiveness of
existing monitoring activities.
Reviewing the appropriateness of reporting on
non-financial risk.
Developing a structure for reporting on nonfinancial risk.
Board briefings and advice on complex
regulatory compliance issues.

For more information on our solutions, reach out to Catherine Tomic on +61 414 088 165 or
email ctomic@ashstreet.com.au

ASH ST. LEGAL & ADVISORY
ASHSTREET.COM.AU
LEVEL 21, 1 YORK STREET, SYDNEY NSW 2000 | +61 2 8651 8700
ABN 311 651 196 57
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